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Abstract—This paper proposes a study of distributed denial-of
service attacks and a study of the defense mechanism that
strive to counter these attacks. The attack illustrate do using
both known and potential attack mechanisms along with this
classification we discuss important feature .So each attack
category that in turn define the challenge involved in
combating these threats. Distributed Denial of Service (DDOS)
attacks
Have become a large problem for users of computer Systems
connected to the Internet. DDOS attackers hijack secondary

victim systems using them to wage a

Coordinated large-scale attack against primary victim
systems.
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I.  INTRODUCTION

Distributed denial-of-service attacks (DDOS) pose an immense
threat to the Internet, and consequently many defense mechanisms
have been proposed to combat them. Attackers constantly modify
their tools to bypass these security systems, and researchers in tumn
modify their approaches to handle new attacks. The DDOS field is
evolving quickly, and it is becoming increasingly hard to grasp a
global view of the problem. This paper strives to introduce some
structure to the DDOS field by developing taxonomy of DDOS
attacks and DDOS defense systems [3, 8].

DDOS attacks are relatively new and not well understood. This
paper proposes taxonomy for understanding different DDOS
attacks, tools and countermeasures [9]. We hope these taxonomy
aids in perceptive the scope of DDOS attacks leading to more
comprehensive solutions or countermeasures to cover both known
attacks and those that have not yet occurred[1,3]. This paper is also
the first to characterize the setup and installation techniques of
DDOS attack architectures.

DDOS means there are more than one object which is DOS
attacker (either automated tools or human) [12]. A DDOS attacker
can greatly reduce the quality of a target internet service or even
can completely break the network connectivity of a server
generally to achieve resource overloading, a DDOS attacker will
first compromise a large number of

hosts and subsequently instruct this compromised host to attack
the service by exhausting a target resource [5, 7].

In Feb. 2000, a string of DDOS attacks crippled popular with
sites including CNN.com, yahoo.com, eBay.com for several hours
[4, 11, 13]. In 2003, for example, one honey pot research project
saw 15,164 unique zombies from a large botnet within days. In
2004, the witty worm created 12,000 zombies within 45min. IP
spoofing has often been exploited by DDOS attack to 1) conceal
flooding sources and dilute localities in flooding traffic 2) coax
legitimate host into becoming reflectors redirecting and amplifying
flooding traffic [5].

Analysts estimated that during the three hours Yahoo was down, it
suffered a loss of e-commerce and advertising revenue that
amounted to about $500,000. According to book seller
Amazon.com, its widely publicized attack resulted in a loss of

$600,000 during the 10 hours it was down. During their DDOS
attacks, Buy.com went from 100% availability to 9.4%, while
CNN.com's users went down to below 5% of normal volume and
Zdnet.com and E*Trade.com were virtually unreachable.
Schwab.com, the online venue of the discount broker Charles
Schwab, was also hit but refused to give out exact figures for
losses. One can only assume that to a company that does $2 billion
dollars weekly in online trades, the downtime loss was huge. In a
DDOS attack, the attacking packets come from tens or hundreds of
addresses rather than just one, as in a "standard" DOS attack. Any
DOS defense that is based upon monitoring the volume of packets
coming from a single address or single network will then fail since
the attacks come from all over. Rather than receiving, for example,
a thousand gigantic Pings per second from an attacking site, the
victim might receive one Ping per second from 1000 attacking
sites.

II. Handle attacks

There are many approaches to handle DOS and DDOS attacks.
These approaches address diverse aspects of these complex threats,
such as attack prevention, detection or response. Still, there is not a
common, comprehensive methodology to evaluate an impact of a
DOS attack on a given network, or the performance of a given
defense. Such a methodology is needed for the following reasons:
To be able to protect systems from DDOS attack, we need ways to
characterize how dangerous the attack is, to estimate the potential
damage/cost from the attack to a specific network (with or without
defense). Given many DDOS defenses, we need a common
evaluation setting to evaluate and compare the performance of
these defenses. These tests will also indicate a defense weak
features that need improvement. This paper develops a common
methodology for DDOS defense evaluation with the help of client
approach.

DDOS benchmarks that represent a set of scenarios to be used
for defense evaluation. A set of performance metrics that
characterize an attack’s impact and a defense’s performance. A
detailed specification of evaluation methodology, which provides
guidelines on using and interpreting benchmarking results. The
performance metrics that 1 have utilized are continuous
measurement of TCP/IP communication through the use of
commonly available tools in an operating system like ping, trace
route, netdiag, path ping, IPSec, arp, DDOS software etc.

III. Benchmarking DDOS

There are some significant difficulties in creating a benchmark
suite that will be able to capture all relevant DDOS attacks and
later recreate them in a test bed. Since attackers continuously
adjust their tools, relying on a set of attack features linked to a
specific tool fails to detect novel attacks. Instead, we have to study
attack dynamics and extract some fundamental features about the
different types of DDOS attacks that are invariant of attack tools in
the use. The first contribution of this paper is building of a set of
automated tools that enable highly accurate attack detection and
selection from a traffic trace. There is very little information about
prevalent attacks in today’s Internet.

This is mostly because there is no distributed monitoring
infrastructure that could observe attacks in different parts of the
Internet and correlate this information. Researchers have attempted
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to reduce Internet attack patterns from responses to spoofed traffic
that reach a set of monitors that capture traffic sent to a dark
address space (allocated to an organization but not used by a live
host). This provides a valuable insight into attack patterns, but only
for attacks that use spoofing. The second contribution of this thesis
is that it provides means to deduce prevalent attack information by
collecting attack samples from a vast number of publicly available
traffic traces. We provide a preliminary step in this direction by
applying our attack selection tools to several public traffic traces,
and grouping selected attacks into meaningful clusters.

IV. Purposed Work

This paper describes the work on creating a collection of
typical attacks, needed for “typical category” of the attack traffic
component of DDOS benchmarks. This is accomplished by
building a set of automatic tools that harvest this information from
the public traffic traces — the DDOS toolkit. DDOS toolkits here
indicate various tools that I have utilized in my practical study of
DDOS. This paper will mainly focus on the methods to be
protected from false attacks. The tools detect attacks in the trace,
separate legitimate traffic going to the target from the attack
traffic, and create attack samples that describe important attack
features such as strength, type of the attack, number of sources etc.

I have utilized the Client—Server Approach in the Local LAN
environment in which I have send lot of traffic to the server side
than I have used the Connection analysis of these tools like IPSec
and TCP/IP which are in built in an operating system and also with
the help of other network analysis method. This tool provides a
way to detect this unwanted traffic coming on the server. Simply
the proper use of these network tools will help in getting a good
idea and approach on how to get control of unwanted traffic from
entering in a network. We have used a lot of connection analysis
tools here below in a practical way to understand that how we can
collect network information, statistics for DDOS. The tools we
have utilized are ping, tracert, trace route, path ping, firewall, IP
Security, Network Monitoring tools etc. We have utilized these
tools and their output so that we can present the output of these
tools for DDOS. We provide a preliminary step in this direction by
applying our attack selection tools to several public traffic traces,
and grouping selected attacks.
Attack selection process is performed in the following steps.

(1) Traffic filtering - It is defined as blocking unwanted
traffic from entering into a network with a good
network strategy.

(2) Attack Reaction - It is done using IPSec.

(3) Attack Detection - It provide a proper system
monitoring, network performance with the help of
monitoring tools to be graphical.

V. Results

IP Security is a main tool to defend against DDOS. IPSec can be
used in the same way to defend a DNS server, HTTP Server,
SMTP server and also we can make safe other services. In market
there may be availability of various software which can be used for
a better control of network attacks and can provide us more
security. Ultimately in the end we have utilized the IP Security as
the main tool to defend against DDOS. In this paper we mainly
focus on the use of IPSec as the main tool for defense against
DDOS.

We have used the windows task manager to understand the
network performance from the following task Manager output.
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Fig 1.1 Network Performances
The same task manager has been used to understand about the
processing status of a server to get a better idea of the server

performance.
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Fig 1.2 Server Performances

The same task manager can be used to get more about the
processes running on the server and hence it can be a useful tool in
order to decide about the planning defenses against unwanted
attacks on a server. The tools are available in most server and
client operating systems so we can use these tools for the planning
of a better defense against the threats.

We have also performed the network monitoring. For network
monitoring some connection parameters are used.

Each connection records the information Source IP, Destination
IP, Source port, Destination port. A table called Destination table
is used to keep information about every destination IP address
observed in the trace and is accessed using the destination IP as a
key. Sequence number of the first byte of the last packet ,
Sequence number of the last byte of the Last packet ,Legitimate
flag, One —way flag ,Number of packets sent , Number of packets
received ,Number of retransmissions , Number of fragmented
packets, Suspicious points ,Timestamp of the last activity ,Number
of bytes sent, Source IP, Destination IP, Source port, Destination
port, Packet Destination Table Record.

In the support of the above matter we can use the following
outputs taken in the local LAN. The following is the output of a
normal ping command to mail.yahoo.com server on the internet. In
this case of ping we are becoming the source and the yahoo server
is the destination server. We can use a Network Monitor as more
detailed network monitoring tool in support of our better analysis
on DDOS, the output of ping can be used in testing connectivity as
well as in making a server busy, the output of this command is
shown below
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C:\>ping mail.yahoo.com

Pinging in-inlogin.lggl.b.yahoo.com [202.86.7.110] with 32 bytes
of data:

Reply from 202.86.7.110: bytes=32 time=58ms TTL=54

Reply from 202.86.7.110: bytes=32 time=58ms TTL=54

Reply from 202.86.7.110: bytes=32 time=58ms TTL=54

Reply from 202.86.7.110: bytes=32 time=57ms TTL=54

Ping statistics for 202.86.7.110:

Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 57ms, Maximum = 58ms,
57ms

Average =

Output of a Network Monitor in support of this ping is given
below:
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Fig 1.3 Network Monitor

Network Diagnostics also can be a better way to analyze network
traffic coming on a server in support of Typical Network Monitor.

Analyzing performance of SMTP server with the help of
Performance Monitor Graphs:
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Fig.1.4 Performance monitor graph

The above performance monitor graph shows that a yellow curve is
used for the SMTP server; the level of utilization can be monitored
at regular intervals for a better defense of the server.

1. Conclusion

In the end of my work upon the DDOS practices shown above
that T have focused upon the available network tools in an
operating system and freely available tools on internet, or the
evaluation versions of the software’s for the anti DDOS practices.
DDOS practices can be given a more dedicated approach if we can
utilize the Licensed versions of various software tools available for
this purpose and by doing a continuous research on it by adopting
an online approach. During the above work on DDOS my focus
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was to utilize only the available Network type tools for the
fulfillment of DDOS.
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